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Article 29 Data Protection Working Party, “Guidelines on Automated individual
decision-making and Profiling for the purposes of Regulation 2016/679”

The European Data Protection Board, “Guidelines 2/2019 on the processing of personal
data under Article 6(1)(b) GDPR in the context of the provision of online

services to data subjects”
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Abstract

Comparative Legal Study on Japanese Data Privacy Law -
Focusing on Online Behaviour Information and Profiling

Issues

Park, II-Kyu

In 2020, the Act on the Protection of Personal Information of Japan('the Act) was
amended in connection with digital reform. Such revision was also attributed to ‘Rikunabi
Scandal’ - a major job-seeking online platform sold scores which predicted how likely
applicants would decline job offer - occurred in 2019. Recent amendment of Japanese data
privacy law gives implications for dealing with key issues of online behaviour information
combined with cookie or ad identifier and profiling in this era of online platform.

The amended Act introduces the concept of ‘Personally Referable Information’, which
regulates cookie and ad identifier. Generally, personalised online advertising is based on
cookie or ad identifier technologies. Expansion of such business model collecting and
analysing massive amounts of user data has raised privacy concerns. Furthermore, it was
found that applicants data combined with cookie had been exploited in Rikunabi case.
Thus, the amended Act requires the data subject’s consent prior to provision of Personally
Referable Information where the recipient is expected to obtain such information as
personal data.

In the legislative process of the amended Act, regulation on profiling was also discussed.
Profiling triggers issues of privacy, equality and democracy. It is often pointed that
additional information may be acquired by profiling beyond expectation of the data subject,
and in Rikunabi case, applicants’ scores were actually calculated by using applicants
activity data. Thus, the amended Act prohibits use of personal data in improper manners
and allows data subjects to exercise the rights of deletion and cessation of use of personal

data in wider cases. Although there is still no special provision for profiling, Japanese
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Personal Information Protection Commission has recently issued guideline that profiling
should be reasonably predictable from notified or published purpose of use of personal
data.

In my view, the amended Act seems to acknowledge the impact of utilisation of
information which does not fall under the category of personal data and inference of
personal data as a result of profiling. This newly enacted Japanese regulation will be a

reference for tackling relevant data privacy issues in Korea.

Key Words : online behaviour information, ad identifier, personalised online advertising,
Personally Referable Information, profiling, Japanese Personal Information
Protection Act, Rikunabi Case



