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Abstract

The Causation Between The Violation of Personal Data

Protection and Hacking

Jeon, Seung-Jae

The purpose of this paper is to apply the legal causation theory to the field of cyber
security, especially to the case of judging the legal responsibility of a administrator who
could not prevent hacking. This paper examines how the causation between the violation of
personal data protection and hacking has become an issue through these three cases;
Cyworld hacking, Interpark hacking, Bithumb hacking. Then this paper considers about the
role of causation in determining whether security-neglected administrator bear legal
responsibilities, and proposes ways to amend our legal system.

Cyworld and Interpark both encountered an APT (Advanced Persistent Threat) attack; the
remote access privilege of the in-house PC was stolen. The hacker was able to invade the
DB server because there was no idle timeout setting in the terminal from the PC to the
server and the terminal remained connected. If the hacking could be avoided when the idle
timeout was set, it could be judged that there was a causation. In Cyworld case, causation
was denied after being investigated in the civil lawsuit. On the other hand, in Interpark
case, this issue was discarded by a court interpretation; legal responsibility could be
imposed regardless of causation. However, this interpretation is not proper because it may
violate the principle of self-responsibility.

In Bithumb hacking case, there were a mixture of accidents in which Bithumb's
negligence was revealed by a penalty that was imposed by the KCC, and other accidents
whose cause of the hacking was unknown. In these cases, the causation plays a role in
setting the scope of the burden of responsibility by classifying which incident the
vulnerability is attributable to and which vulnerability is not, respectively. If the causation
is not requested, there is room for responsibility for extraordinary matters, and it creates an

incentive for the manager to conceal the damage.
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Therefore, it is not desirable to delete the causation in the legal system. It is necessary to

establish a basis for enabling causation to be easily proved, or switch the burden of proof.

Key Words : Cyber Security, Negligence, Duty of Care, Causation, Compensation, Torts,

Personal Information Protection Act



